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The policy continuum is a fundamental component of any policy-based management implementation for
autonomic networking, but as of yet has no formal operational semantics. We propose a policy contin-
uum model and accompanying policy authoring process that demonstrates the key properties that set
a continuum apart from a non-hierarchical policy model. As part of the policy authoring process we pres-
ent a policy conflict analysis algorithm that leverages the information model, making it applicable to arbi-
trary applications and continuum levels. The approach for policy conflict analysis entails analysing a
candidate policy (either newly created or modified) on a pair-wise basis with already deployed policies
and potential conflicts between the policies are fed back to the policy author. Central to the approach is a
two-phase algorithm which firstly determines the relationships between the pair of policies and secondly
applies an application specific conflict pattern to determine if the policies should be flagged as potentially
conflicting. In this paper we present the formal policy continuum and two-phase conflict analysis algo-
rithm as part of the policy authoring process, we describe an implementation where we demonstrate
the detection of potential conflicts within a policy continuum.

� 2008 Elsevier B.V. All rights reserved.
1. Introduction

Policy-based network management systems are widely seen as
an appropriate management paradigm to facilitate high-level, hu-
man-specified cognitive decision making in network management.
The special requirements of autonomic network management such
as self-configuration, self-healing, and in particular self-organiza-
tion and self-management demand highly flexible and powerful
management processes, for which policy-based management is
well suited. The goal is to allow expensive human attention focus
more on defining business logic and less on low-level device con-
figuration processes. Reaching this goal requires the development
of effective and extensible algorithms and processes for policy
translation/code generation, policy analysis and policy enforce-
ment. Part of the solution is the policy continuum for representing
policy, as it can abstract the complexity associated to low level sys-
tem oriented policies from business level policy authors. This en-
ables business level concerns to be addressed at an abstraction
relevant to their knowledge. There are currently two challenges
facing the realization of the policy continuum:

(1) There is currently no formal representation of the policy
continuum making it difficult for standard tools to be devel-
oped for policy authors and,
ll rights reserved.
(2) policy analysis of the policy continuum during the policy
authoring process is a scarcely researched domain, where
there are new complexities associated to detecting policy
conflict across multiple continuum level boundaries.

This paper proposes a formal model of the policy continuum to
be used with an application specific information model coupled
with a continuum sensitive policy conflict analysis algorithm that
is part of a policy authoring process. The policy continuum dele-
gates application specific and level specific concepts to an informa-
tion model, therefore enabling it to have consistent semantics at
any continuum level, and making it applicable to arbitrary applica-
tion domains. We assume the presence of a system information
model (typically specified using the UML) which models the struc-
ture and relationships between the system managed entities and
the policies that effect their management. Given the presence of
such an information model, and making minimal assumptions
regarding the nature of the information model (for example, that
policies are specified as event-condition-action tuples) it is possi-
ble to define a generic policy continuum model and conflict analy-
sis algorithm.

A policy conflict is defined to occur when a set of policies are
simultaneously satisfied; that is, an event has triggered the evalu-
ation of a set of policies whose conditions have subsequently been
satisfied, but the combined actions of the policies will result in the
system reaching different final states depending on the order of
execution of these actions. Policy conflicts can easily occur,
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especially in circumstances when there are multiple authors defin-
ing policies for a given system, such is the case when dealing with a
policy continuum. Policy authoring in a policy continuum environ-
ment is an especially difficult task as the creation or modification
of policy at one level can have an affect on policies defined at other
levels. Therefore we outline a policy authoring process tailored for
the policy continuum, and we define a policy conflict analysis algo-
rithm to function within this process.

The policy conflict analysis algorithm is used to ascertain if a
newly created or modified policy (the candidate policy) potentially
conflicts with already deployed policies at the same of other levels.
This algorithm is designed to be sensitive to that fact the policies
may reside at different levels, where they cannot be directly com-
pared. Candidate policies are analysed on a pair-wise basis with
currently deployed policies at the same level, with the analysis
being split into two phases. In the first phase the algorithm uses
the information model to identify relationships between the candi-
date policy and the deployed policy (for example, the policies may
have the same target entity). In the second phase these relation-
ships are examined in the context of an application specific conflict
pattern extracted from the information model. The separation of
the second phase reflects the fact that different application do-
mains utilize differing policy execution models and hence there
is no universal criteria for how policies conflict. For example, the
execution model for firewall policies differs considerably from that
of access control policies.

The paper is structured as follows. Section 2 outlines our defini-
tion and model of the policy continuum. Section 3 specifies the
two-phase conflict analysis algorithm, discussing how it integrates
with a system information model and the policy continuum model.
Section 4 discusses a prototypical implementation of a policy-
based management system based on the DEN-ng information mod-
el. Section 5 describes a policy management scenario, illustrating
how the two-phase algorithm is used to detect potential policy
conflicts within a policy continuum. Section 6 discusses related
work on policy conflict analysis, highlighting the novelty of our ap-
proach. Finally, Section 7 summarizes the paper and outlines topics
for future work.
2. Policy continuum

The policy continuum as originally documented by Strassner in
[3], is the concept of separating the policies related to different
constituencies of policy authors into different level. Each level of
the policy continuum is directly related to different aspects of
the management of a communications network. The number of
levels of the policy continuum may be arbitrary and application
specific as depicted in Fig. 2, however Strassner recommends five,
namely business, system, network, device and instance. The power
of the policy continuum in associated to its ability to integrate the
efforts of multiple policy authors where each has a specific exper-
tise and part to play in the definition of policy for network manage-
ment. The use of the policy continuum for autonomic network
management has been discussed in [21], as part of the FOCALE
autonomic network management architecture. This section dis-
cusses the formal model of the policy continuum, and associated
policy authoring process and in specific policy conflict analysis.
The importance of a policy authoring process is emphasized
through by examining the issues related to the basic continuum
modification operations.

2.1. Formal model

This section describes the formal representation we propose for
the policy continuum. First we define our assumptions about the
form the information model takes. We then outline some assump-
tions about the policy model in use; specifically that application
specific information is separated from the policy implementation
by using an information model. The design of the policy continuum
is then presented, where we outline some necessary operations re-
quired to interface with the continuum model. Once we have de-
fined the policy continuum model, we then describe a policy
authoring process that takes into account the intricate relation-
ships among policies at different levels. Creating, modifying or
removing policy at a specific level of the policy continuum is a te-
dious process that must consider the affect that these operations
may have on other continuum levels. Firstly, we describe the nota-
tion used throughout the rest of this paper.

2.1.1. Notation
The notation used throughout the paper to describe formalisms

is based on the Vienna development methodology (VDM) formal
specification language. VDM is an implementation independent
model for describing software systems. It is based on the mathe-
matical theory of sets and maps.

Sets are used in VDM to describe different types of entities that
can exist in a system and can be thought of as objects in the object
oriented world. Maps are used to relate various sets together,
where the maps may have specific properties (i.e. transitive, reflex-
ive, symmetric). The notation used throughout is outlined in
Table 1.

We use sets to describe the different types of entities that exist,
for example, we may define a set to contain all entities of type pol-
icy, that way we have a very well defined methods of searching and
transforming the elements of this set using the formal language
specified. Maps are used to describe relationship between the de-
fined entities, for example we may define a map that relates poli-
cies to events, that way we can determine those policies that are
associated to specific events.

2.1.2. Information model assumptions
Our approach is based on the use of application specific infor-

mation gathered from a system information model. The advantages
of taking application specific information directly from an informa-
tion model are threefold:

(1) New information can easily be added to the information
model should the application domain need modification;

(2) policy can be reused for different application domains by
using a different information model; and,

(3) there is a common format for representing application spe-
cific information as opposed to developing a custom reposi-
tory of information.

We make the following assumptions regarding the form and
structure of the system information model (noting that they are
satisfied by well known information models including DEN-ng
and CIM):

� The information model can represent the basic concepts of
object-oriented modeling. Specifically, it should model inheri-
tance hierarchies, associations, operations and attributes. Addi-
tionally the information model should be able to represent
invariants, as well as pre- and post-conditions relating to the
constraints on values of attributes before and after operation
invocations.

� The information model encodes knowledge regarding the struc-
ture of and relationships between system managed entities.

� Policies are themselves modeled in the information model, in a
manner such that their relationships with each other and with
managed entities can be ascertained.



Table 1
Notations

Notation Description

a 2 S a is an entity belonging to the set S
Sna The set S less the element a
S [ a The set S union the element a
S � T The set S is a subset of the set T
PS The power set of S, i.e. a set of sets
b 2 PS b is a set of entities from the set S
Q = S ? T Q is a map that maps entities from the set S to entities in the set T,

i.e. S is the domain of the map, T is the range of the map
dom � Q The domain of map Q
rng � Q The range of map Q
q(e) Map index function, if e 2 dom�q, then return what

e is mapped to
Q t [s ? t] Like union, but instead add a new mapping to a map
Q�[s ? t] Replaces an existing mapping to a map
(R � S � T) A tuple consisting of an entity from each set specified
pi Tuple index function, returns the element of a given

tuple at index i
�pi Tuple remove function, returns the tuple with the

associated index removed
(I ? f) A map transform function, the function f is applied

to the range of the map
(I ? /(b)) A map transform function, the function b is a boolean function

and is applied to the range of the map, if a true is returned
then the element is kept, otherwise it is discarded

ðI ! �/ðbÞÞ A map transform function, the function b is a boolean function
and is applied to the range of the map, if a false is returned
then the element is kept, otherwise it is discarded

funct:(A) ? (B) A function specification, the parameter is from the set
A and the result if from the set B

e The function specification symbol
Q�1 The inverse map of Q
"a 2 S:f(a) For each entity a in set S, apply function f
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� Policies are modeled as event-condition-action tuples, with the
semantics of ‘‘on event(s), if condition(s), do action(s)”. Also,
the subjects and targets of the policies should be specified.

� Operations defined for entities within the information model
correspond to actions of policies.

As well as the assumptions relating to the information model it-
self, we assume that external applications have available to it a
range of functions for querying the information model. Fig. 1 for-
mally specifies a number of map functions for the purpose of infor-
mation model querying (however we do not provide an exhaustive
list here). For example, the ObjectClass map function returns the
class type of any input managed object; given this function, we
can explore the information contained within the information
model concerning that object’s class. The ClassDetails map func-
tion maps a class identifier to a tuple of sets of operations, attri-
butes, associations, invariants and a parent class. Similarly, when
passed a specific operation identifier, the OperationConstraints
map returns a tuple containing a set of pre-conditions and post-
condition.
Fig. 1. Information m
2.1.3. Policy model assumptions
We assume that policy takes a generic form that is used in many

popular policy-based management implementations and stan-
dards. A policy is made up of a set of events, conditions and actions
that may reference a subject and target. We can represent this in a
more formal notation as depicted in (1):

pm 2 PolicyMap ¼ Policy

! ðPEvent � PCondition� PAction� PSubject � PTargetÞ ð1Þ

The structure of policy is the same at each level of the policy
continuum, where the difference among the policies are the types
of entities they reference. Policies at the business level are con-
strained to only reference business level entities represented in
the information model, whereas system level policies reference
only system level entities. However there may be some overlap
where some entities are relevant at the business level and the sys-
tem level. Criteria that determines business level entities and sys-
tem level entities is information model dependent, but an example
would be that customer, billing and product entities are at the
business level whereas router, firewall and access control server
are at the system level.

The execution semantics of the above specified policy model
may vary depending on the level it is being specified at, for exam-
ple, business level policies depend on policy decision and policy
enforcement points, whereas low-level system/network level pol-
icies depend on the embedded services of a network device to en-
force policies. The typical enforcement model of policy is; an
event is received by the subject’s policy agent, which refers to
the policy continuum to determine of any policies for this subject
specifies the received event as a trigger. If there is a policy trig-
gered, this will cause a request to perform the specified actions
to be sent to the target of the policy. If a policy exists that prohib-
its the subject from performing the actions, the actions are re-
jected and the system is notified. Once the subject sends the
request to the target, the target’s access controller processes it.
If the target’s policies permit the action to be executed, it is per-
formed in the target. If the action is prohibited by the target’s
access controller, the action is rejected and the system is
notified.

2.1.4. Policy continuum description
The policy continuum [3] dictates that policies at one level of

abstraction may be realized as one or more policies at a lower le-
vel of abstraction, i.e. business policies can be related to multiple
system level policies. This creates dependencies among the sets of
policies expressed at different levels, where modifications at one
level directly affect the dependencies with the policies specified
at other levels. This dependency may or may not exist depending
on the policies specified, as policies may exist solely at a single
level. The policy continuum is built upon the concept that there
may be multiple levels of policies. The dependencies among the
policies at the various levels are closely aligned to the dependen-
cies of modeled entities as defined in the information model of
odel interface.
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the managed system. An abstract example of a policy continuum
is depicted in Fig. 2, where there are multiple policy authors con-
tributing to policy at various levels of the policy continuum.

2.1.5. Requirements
This section focuses on the requirements of a model of a policy

continuum. These requirements will be used to derive a formal
specification of a policy continuum along with an associated set
of base operations used to interface with the policy continuum.

2.1.5.1. Create/retrieve/update/delete policies. Initially the policies
need to be created by a policy author. From this interface policies
must also be retrieved/searched, updated and deleted at the vari-
ous levels, respectively. This gives rise to the following require-
ments from the perspective of a policy author:

� Add a policy at a specific level.
� Remove a policy from a specific level.
� Update a policy at a specific level.
� Retrieve a set of policies given search criteria.

2.1.5.2. Analysing policies. Once a policy has been created it must
be analysed for correctness, we assume there is a separate pro-
cess for syntactic analysis. The newly created or modified policy
should also be analysed for conflicts among policies specified at
the same level of the policy continuum. The next section will
go into more detail regarding policy conflict analysis. Provided
Fig. 2. Policy c
the policy does not conflict with policies at the same level, it
must then be refined where a set of operation are performed on
the lower levels to reflect the addition of the new policy. These
operations may create, modify or remove polices at lower levels.
A refinement process is not discussed in this paper, however the
interfaces provided must be capable of supporting the operations
required by such a process.

The requirements defined for a policy continuum require it to
be very flexible in relating policies together, and that it be able
to derive complex relationships among policies. These complex
relationships among policies demand thorough and effective anal-
ysis processing before, during and after any modification to the
policy continuum. These requirements are met by the formally
specified policy continuum model.

Analysis of policies is not limited to conflict detection and
refinement, there are other related analysis processes, such as
policy optimization, policy combination, policy similarity, that
are not considered in this paper but none the less should be inte-
grated in the analysis processes defined for the policy continuum.

2.1.6. Design
The policy continuum is modeled as a tree of policy objects

where the definition of a policy object is specified in the previous
section. The specification detailed in Eq. (2) describes that a policy
p is an element of the set policy:

p 2 Policy

pr 2 PolicyContinuum ¼ Policy! ðN� PPolicyÞ
ð2Þ
ontinuum.
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The PolicyContinuum, pr, is a map function and the root con-
tainer for all policies. The PolicyContinuum maps policies to a level
represented by a natural number within the continuum and to a
nested policy set that represents the set of policies at a lower level.
The natural number representing the policy continuum level is a
monotonically increasing value starting at 1. This facilitates the
ability for a policy to reference policies in other levels. A policy
can only be associated directly with policies defined at a lower le-
vel; also a policy at a specific level may be referenced by more then
one policy at a higher level. All policies within the policy contin-
uum must be directly accessible from the PolicyContinuum map.

The model for the policy continuum as presented above is defined
so that policies created by different constituencies of users can be
associated to each other. A model of the policy continuum has been
typically implied in the literature to date, whereas now we can begin
to deal with the issues that relate to associating policies in this way.
The main issues are related to the analysis of policies for conflict,
however this analysis can only be performed within the constraints
of policy continuum modification operations.

2.1.7. Basic continuum operations
Once the structure of the policy continuum has been defined,

some basic operations can be formally described to enable pro-
cesses to make use of the model to store and retrieve policies.

2.1.7.1. AddPolicy. The first requirement for the policy continuum is
the ability to add a given policy to a specific level of the policy con-
tinuum. This function therefore simply adds a policy at the given
level and associates it to a null set of policies, demonstrating that
the policy is not yet realized at any other level of the policy contin-
uum. In the operation defined in (3), n refers to a continuum level,
p is a policy identifier and pr is the top level policy continuum to
which the policy mapping is being added. The result of the opera-
tion is a modified policy continuum:

AddPolicy : ðN� PolicyÞ ! ðPolicyContinuum! PolicyContinuumÞ
AddPolicyðn; pÞprepr t ½p! ðn;£Þ�

ð3Þ

This operation however does not take into account the associa-
tion of policies to lower level policies and is therefore incomplete.
A refinement process is required to modify the lower levels of the
policy continuum so that this new policy can be realized and en-
forced correctly. This begins to motivate the need for a powerful
authoring process that takes care of the issues related to modifying
the policy continuum.

2.1.7.2. RemovePolicy. A policy should be removed using this func-
tion (4) only if it does not reference lower level policies, i.e. there
are no dependencies among policies. Therefore this operation will
only function in specific circumstances; the removal of a policy
that is associated to lower level policies is a delicate operation
and must be supported by a policy authoring process:

RemovePolicy : Policy! ðPolicyContinuum! PolicyContinuumÞ
RemovePolicyðpÞprepr n p

ð4Þ
2.1.7.3. UpdatePolicy. Updating policies (5) involves changing the
associated lower level set of policies of a given policy. Also if a pol-
icy is updated then the goals of the associated higher level policies
may be jeopardized, this effectively means that while updating a
policy, we must be aware that such an operation can have an affect
on both higher level policies and lower level policies. Therefore
care must be taken when using this function, and it should prefer-
ably be used within the confines of a policy authoring process.
Essentially, the policy p and a set of policies ps are inserted into
the continuum, where the policy set ps overrides the existing pol-
icies associated to p. The policy is maintained at the same level of
the continuum by copying the current continuum level number
using the map index operator p1:

UpdatePolicy : Policy�PPolicy!ðPolicyContinuum!PolicyContinuumÞ
UpdatePolicyðp;psÞprepr y ½p!ðp1 �prðpÞ;psÞ�

ð5Þ
2.1.7.4. GetPolicyChildren. We can retrieve the child policies of a
specific policy (6) all the way down the policy continuum. This is
useful to see the impact a specific policy may have on the policy
continuum. The function is recursive and is called on each of the
child policies associated to a policy p. The operation terminates
when there are no child policies left to call. The operation returns
an enumerated set of child policies. Effectively we are traversing
down the policy continuum:

GetPolicyChildren : Policy! ðPolicyContinuum! PPolicyÞ
GetPolicyChildrenð£Þe£

GetPolicyChildrenðpÞpre
8pn 2 ððI ! p2ÞprÞðpÞ : GetPolicyChildrenðpnÞ[
ððI ! p2ÞprÞðpÞ

ð6Þ
2.1.7.5. GetPoliciesAtLevelN. We can retrieve all policies at a specific
level of the policy continuum (7). This is useful when analysing
policies at a specific level. The policy continuum pr which contains
all policies is restricted to only those policies that are at the level
equal to the level specified as an argument to the operation. The
domain of this reduced map is a set of policies at a specific
level:

GetPoliciesAtLevelN : N! ðPolicyContinuum! PpolicyÞ
GetPoliciesAtLevelNðnÞpredomðI ! /½p1 ¼ n�Þpr

ð7Þ
2.1.7.6. GetAllPolicies. We can get all individual policy objects (8).
Since all policies must at least be expressed in the domain of the
policy continuum map:

GetAllPolicies : PolicyContinuum! PPolicy

GetAllPoliciesðprÞedomðprÞ
ð8Þ
2.1.7.7. GetPolicyParents. We can get all policies that reference a
specific policy (9), i.e. those policies defined at a higher level
within the policy continuum. This is useful when you need to
trace up the policy continuum given a policy at a specific level.
The operation firstly reduces the policy continuum pr to only
those policies at a higher level to the given policy p. This map
is then transformed to a policy to policy set map. The inverse
of this map is a map between policies and their associated parent
policies. When this new inverse map is indexed by p, the parent
policies of p are returned:

GetPolicyParents : Policy! ðPolicyContinuum! PPolicyÞ
GetPolicyParentsðpÞpre

ððI ! p2ÞGetPoliciesAtViewðp1 � prðpÞ � 1ÞÞ�1ðpÞ
ð9Þ
2.1.7.8. GetCommonPolicies. We can discover those lower level pol-
icies that are in common to two given policies (10). This operation
makes use of the GetPolicyChildren operation, where the child pol-
icies of the supplied policies pa and pb are retrieved, the intersec-
tion of which are classed as common policies:
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GetCommonPolicies : ðPolicy� PolicyÞ ! ðPolicyContinuum! PPolicyÞ
GetCommonPoliciesðpa; pbÞpre
GetPolicyChildrenðpaÞ \ GetPolicyChildrenðpbÞ

ð10Þ
2.1.8. Summary of policy continuum
We have seen that the policy continuum is a complex concept,

and we have outlined an interface to it. The interface provided en-
ables the addition, removal and update of policies to the policy
continuum. Search operations are also provided to enable us to fur-
ther examine policy relationships. However the interfaces pro-
vided should be used as part of an intelligent policy authoring
process so that the correct policies are added and removed as the
continuum is modified. The next section outlines a continuum sen-
sitive policy authoring process that makes use of the policy contin-
uum model and interface.

2.2. Policy authoring process

The process a policy author must go through to create or modify
a policy that is merged into the policy continuum is consistent
across all levels of the policy continuum. Fig. 3 depicts the process
of modifying an existing policy, from now on referred to as the can-
didate policy. The authoring process is split into three steps, the
first step traces up the policy continuum to verify that the modifi-
cation of the candidate policy does not invalidate current policy
continuum semantics. The second step analyses the policies at
the same level for potential conflict with the candidate policy.
The third step invokes a refinement process to derive a set of lower
level policies from the candidate policy that must be recursively
verified and tested for conflict and validity. Fig. 4 depicts a flow
diagram explaining the process from the perspective of a policy
author at a particular level.

We begin my making sure the modification to pold, represented
by pcnd (the candidate policy) still satisfies all roles that the policy
Fig. 3. Policy authoring process.
plays in regards to its association to higher level policies. There-
fore we retrieve a set of parent policies by calling GetParentPoli-
cies on pold and for each parent policy we verify that it is still
consistent when using the modified version of the policy, i.e. pcnd.
If each policy is satisfied then we continue, otherwise the candi-
date policy pcnd is causing inconsistency within the policy contin-
uum and should not be committed. Assuming the candidate
policy has passed the previous test, it must be analysed for con-
flict against currently deployed policies at the same continuum
level. If a conflict is detected, we need to retrieve the set of asso-
ciated parent policies that are indirectly involved in the conflict
so that more information about the source of the conflict can
be relayed back to the current candidate policy author. If no con-
flict is detected at the current level, pcnd is refined into a set of
lower level modifications that may consist of create or modify
instructions to lower level policies. For each policy instruction
the outlined process is repeated. If refinement is not needed then
the process returns with a successful commit. The process contin-
ues until all refinement operations are successful thus enabling us
to commit the candidate policy pcnd. In the next section we focus
specifically on the process of policy conflict analysis which is an
integral part of the policy authoring process. Therefore we as-
sume the existence of policy validity operations and policy refine-
ment operations. Related works in these areas are covered in
Section 5.
3. Conflict analysis algorithm

We have seen that the policy authoring process makes exten-
sive use of two algorithms that work independently of each other
but are used together to deliver an effective solution. Specifically
the algorithms are DetectPolicyConflict and RefinePolicy. The rest of
this section focuses explicitly on DetectPolicyConflict. We therefore
assume an existing algorithm for policy refinement of which
there exist many that will be reviewed in the section focused
on related work. We will outline how the conflict detection algo-
rithm integrates into the policy authoring process of the policy
continuum, and we specify our policy conflict analysis algorithm.

3.1. Continuum integration

In order to incorporate the algorithm to work in a continuum
we need to describe how it works when there are multiple policy
authors at multiple levels. From the description of the policy con-
tinuum we have seen that we can trace up the policy continuum
given a specific policy using GetPolicyParents. Also we can trace
down the policy continuum using GetPolicyChildren. We can
make use of these operations to traverse the policy continuum
when we need to. As a consequence there are multiple entry
and exit points associated to the algorithm. Policy modification
instructions may be initiated at a particular continuum level, or
may be propagated down from higher continuum levels. Also
feedback from successful conflict detection may be fed back to
the policy author or propagated up the policy continuum to a
higher level policy author.

3.2. Specification

Fig. 5 provides an overview of our policy conflict analysis algo-
rithm, depicting how it integrates with the policy authoring pro-
cess. When a policy is newly created, or an already deployed is
policy modified, this ‘‘candidate” policy is analyzed for potential
conflict on a pair-wise basis with all the other deployed policies.
For a given candidate and deployed policy pair, if any potential
conflicts are detected the user receives appropriate feedback via
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S. Davy et al. / Computer Communications 31 (2008) 2981–2995 2987
the policy authoring GUI; we assume that the user then makes
the decision on whether to ignore or attempt to resolve the po-
tential conflict. The algorithm makes extensive use of the infor-
mation model to access application specific information. This
makes the algorithm adaptable to the different applications. The
two phases of the algorithm separate the relationship analysis be-
tween policies, from the identification of those specific relation-
ships among policies that may lead to a potential conflict. The
determination of relationships that lead to potential conflict is
also application specific, and is therefore separated from the con-
flict detection algorithm. We now provide a detailed description
of the two phases.
Fig. 5. Policy conflict a
3.2.1. Algorithm phase 1: policy relationship analysis
The algorithm initially creates a matrix that encodes the various

types of relationships between the pair of policies; this matrix rep-
resents a policy relationship ‘‘pattern.” As described later, different
relationship patterns constitute different forms of potential policy
conflict, depending on the particular semantics of policy enforce-
ment in the application domain in question. Construction of the
relationship matrix is done by the PolicyRelationship function,
which examines the two policies in order to discover whether spe-
cific relationships exist between them. As depicted in Fig. 6 the ini-
tially zeroed matrix is modified by a set of operations that populate
the matrix with ones depending on their result.
nalysis flow chart.



Fig. 6. Conflict analysis algorithm snippets.
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For example, the associateBySubject operation takes as input
the two policies (denoted p1 and p2) and tests for a set of relation-
ships that exist among their subjects. There are four tests to com-
pare each policy via subject, where the tests examine the subject of
the policies for subset, superset, equality or correlation (intersec-
tion). For example, if the function isSubjectSubset returns true,
1s are placed in the input matrix at the positions that signify that
the subject of p1 is a subset of the subject of p2, and inversely that
the subject of p2 is a superset of the subject of p1. Similarly, the
same operation can be performed for testing for subject superset
membership, subject equality and subject correlation. After the
relationship matrix has been populated with information associ-
ated to subjects, the targets of policies can also be related in the
same manner.

The computation required to determine whether the subjects of
one policy are a subset of the subjects of another policy requires
specific information about the application for which the policy is
defined. If the information model allows subjects of a policy to
be individually managed entities or members of selected domains,
we need to examine the class hierarchy of the subject entities in
order to establish if a containment association is defined in the
information model. The inputs to the function (which are not de-
picted in the figure for the sake of clarity) are an ObjectClass
map and a ClassDetails map. We can make use of some well de-
fined interfaces to the information model to simplify the computa-
tion of these functions, such as an operation that can compare the
type hierarchy of a set of input objects. The isTypeOf operation
compares two classes together that are specified from within the
information model and can determine if one is of the same type
or inherits form the other. The GetMemberEntities function en-
ables an entity of a particular type to be searched for all of its
members. This function is recursive, so that nested domains are
also expanded. Using these two helper functions, we can find a
complete set of domain entities that represent the subjects of both
input policies; a test for inclusion will determine if one set is a sub-
set of the other. This simple calculation may be replaced with more
extensive comparisons in future research, such research has been
investigated by Agrawal et al. [22] and Lin et al. [23].

Events, conditions and actions can be related in a manner sim-
ilar to that described above for subjects and targets. When the
events of one policy are computed to be a superset of the events
of another policy, then we are sure that when the first policy is
triggered, the second policy is also triggered. Similarly, logical
inference among conditions is similar to the subset, superset, and
equality relationships. Therefore, when we relate policies via the
condition component, we can begin to draw conclusions as to
which policies infer the condition components of other policies.
Relating action components can reveal information about what ac-
tions may be repeated by other policies and therefore may be
redundant. There are additional ways of relating these compo-



Fig. 7. Matrix comparison operator.

Fig. 8. Phase 2 conflict matrix.
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nents. The associatedByAction operation checks if there are rela-
tionships between actions defined in different policies. The isAc-
tionContradiction operation examines if any of the actions
specified in the first policy contradicts with any of the actions spec-
ified in the second policy.

A policy conflict may not exist even if the actions of two policies
contradict. To ascertain if they do contradict the operation isAc-
tionContradiction (specified in Fig. 6) is used, which consults the
information model to ascertain if

(1) Two operations are acting on the same type of object,
(2) their pre-conditions hold true, and
(3) their post-conditions are ‘incompatible’.

Only if all three conditions are true are the actions considered
contradictory. The pre-condition specifies the constraints on the
attributes of the object before the operation can be performed
and the post-condition specifies the constraints on the attributes
of the object after the operation has completed. By ‘incompatible
post-conditions’ we mean that the object cannot satisfy all con-
straints expressed by one or more post conditions at the same
time. Invariants that are defined must also be upheld after the
operations have completed.

3.2.2. Algorithm phase 2: conflict pattern matching
The manner in which policies are analyzed for potential conflict

is highly dependant on the application for which the policies are
being defined. For example, when determining if two access con-
trol policies conflict, there must be an overlap among the subjects,
targets and actions. Therefore, we can associate policies by subject,
target and action as a first step, and those policies that can be seen
to overlap after this step can be flagged to signify potential con-
flicts. On the other hand, for filtering policies (such as firewall
rules) we may not be interested in subject, target, action overlap,
but instead in event, condition, action overlap, in particular only
when the target entities are identical. Clearly the pattern of rela-
tionships between policies gives a clear indication of the potential
for conflict; however, different relationships are relevant in differ-
ent application contexts.

In phase 2 of our algorithm a matrix containing the application
domain specific conflict pattern (extracted from the information
model) is used to make the decision whether to flag the policies
as potentially conflicting. We use an operation that matches the
relationship matrix produced in phase 1 with a generic conflict ma-
trix that represents the set of relationships that may or must hold
for conflict. The matrix combination operation combines the values
of two matrices by using AND and OR operations and is specified in
Fig. 7. The conflict matrix specifies the pre-conditions for conflict.
Thus, the specification of conflict is decoupled from the detection
algorithm and can accommodate disparate conflict definitions.

Fig. 8 depicts a sample conflict pattern matrix that is examined
in this phase. Each row represents the relationships of a compo-
nent of policy. To describe a condition for conflict, a one is placed
in the associated position in the conflict pattern matrix. For exam-
ple, if a specific type of conflict requires subject subset member-
ship (ssb), then a 1 would be placed in the upper left position of
the matrix. The codes used in Fig. 8 represent the associated rela-
tionships considered so far.

The codes used in Fig. 8 represent the associated relationships
considered so far. The first letter of the codes indicates which com-
ponent is being analysed, s for subject, t for target, and similarly for
event, condition and action. The tail of the codes indicate the type
of relationship being established, sb for subset, sp for super set, eq
for equal, cor for correlation, mux for mutually exclusive and ctd
for contradict. It is important to note that the list of relationship
types given in the matrix below can be expanded upon. In this pa-
per we consider a set of popular relationship types among policies,
but as there is certainly more ways to relate two policies we have
decided to leave the algorithm extensible. Both the conflict pattern
and the policy relationship pattern can be increased in the number
of columns and rows so that new ways of relating policies can be
developed.

It is important to note that the list of relationship types given in
the matrix can be expanded upon. In this paper we consider a set of
popular relationship types among policies, but as there are cer-
tainly more ways to relate two policies we have decided to leave
the algorithm extensible. For example we have not describe the
relationship represented by emux, which associates policies if their
events are mutually exclusive meaning that the events associated
to two policies cannot occur simultaneously. More importantly,
both the conflict pattern and the policy relationship pattern can
be increased in the number of columns and rows so that new ways
of relating policies can be developed in the future.

A possible extension to the matrix is to support relationships
that between policies that are related to the types of policies. For
example, the Ponder policy language specifies five distinct policy
types, they are namely, positive and negative authorization, obliga-
tion, refrain and delegation. A new row in can be easily defined to
handle these types of relationships, indeed to detect specific forms
of policy conflict this row may be required. In this paper we so not
mandate such rows as different policy languages have quite differ-
ent notions of policy. The relationships we present in the matrix
are typical of the majority of current policy implementations.

4. Prototype implementation

For our prototype implementation we use the DEN-ng informa-
tion model, as described in [1]. The instantiation of the information
model, policy authoring tools and policy enforcement facilities are
based on the test bed described fully in [2]. We now provide a brief
overview of DEN-ng and of our test bed implementation.

4.1. DEN-ng policy model

DEN-ng is a comprehensive information model for communica-
tions networks, capturing everything from business concepts (e.g.,
products, service level agreements, and customers) down to low-
level device functionality (e.g., packet marking, forwarding, and
queuing). It is designed so that it can be readily augmented with
vendor specific information and data models; it thereby provides
a highly flexible and extensible information modeling solution.
Here, we focus solely on the components of a management policy
rule as expressed in the simplified model and depicted in Fig. 9.



Fig. 9. Simplified DEN-ng policy model.
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A DEN-ng management policy is based on the event-condi-
tion-action (ECA) rule format, and can be associated to a policy
subject and a policy target. The DEN-ng also fully supports the
policy continuum by allowing policy authors to represent poli-
cies defined for managed entities at different levels of granular-
ity. To demonstrate the abilities of the DEN-ng policy model, we
explain how three example policy types can be expressed. Access
control policies can be expressed easily using the DEN-ng policy
model. The main components required are subject entities and
target entities; also, deontic concepts are supported by the mod-
el. Network traffic filtering policies can be expressed by associat-
ing a policy target to an interface on the networking device; also
the conditional component of the policy can support IP traffic
match criteria expressions. The explicit ordering required by fire-
wall filtering policies is expressed within the PolicyRuleSpecifica-
tion class (not shown in the above figures). Additionally, policies
can be expressed to manage behaviour at a high level of abstrac-
tion, such as for what duration of the day a customer is awarded
gold Internet service package. Time intervals can be represented
in the conditional component of policy, whereas complex enti-
ties such as customer and internet service can be represented
in the information model.

4.2. Policy test bed

The test bed is an initial implementation of a policy-based
management system for a communications network, described
in detail in [2], it includes a policy continuum. The test bed
emulates management of a set of Internet services for a set of
customers subscribed to an Internet service provider. The net-
work resources being managed are simulated in the OPNET net-
work simulator. The work discussed in this paper is strictly
focused on the policy editor component, the policy analysis
component, and the information model interface, depicted in
Fig. 10. The information model is distilled from DEN-ng and
transformed into an ECore representation. ECore is a modelling
technology, built on the eclipse platform. The interface to the
information model is provided using an API made available
through open architecture ware (oAW). They have developed
a model query language called xTend that can query any ECore
based information model. Using this query language we can de-
velop functions that can retrieve specific class based informa-
tion such as attribute names, associated classes or class
hierarchies.

The conflict analysis algorithm is implemented in Java and
makes extensive use of oAW’s xTend query language as the
interface to the information model. The algorithm is enhanced
to store objects in the matrix so that more information about
the relationships among policies can be returned to the user
should a conflict occur. Policies are authored in the policy edi-
tor as depicted in Fig. 11. In the editor there is an analysis but-
ton that invokes the processing of the algorithm; if any
potential conflicts are detected the information populating the
matrix is used to describe the conflict in a dialog box displayed
to the user.

5. The conflict analysis scenario

In this section we illustrate the operation of conflict analysis
for a policy continuum via a policy scenario implemented in our



Fig. 10. Test bed architecture.
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test bed. The scenario collectively relates to an ISP defining pol-
icy to manage the provision of internet service products across
its communications network. Policies are defined from the per-
spective of two management domains that have different con-
cerns about the organization and its services and resources.
The ISP’s network administration users define policy to effect
management of network services and resources. Whereas the
ISP’s business oriented sales users define policy to effect the pro-
vision of products based on internet service grades. The manage-
ment domains of users and services are as depicted in Fig. 12.
There are two cases examined, the first case examines the inter-
action of firewall filtering policies with service provision policies
defined at the business level. This case demonstrates the interac-
tion between policies authored of different levels. The second
case examines the interaction of access control policies defined
at the business level but where a different type of conflict pat-
tern is used, this demonstrates the versatility of the conflict
analysis algorithm.

5.1. Business level/system level – filtering policy conflict

At the business level, a policy author defines a set of policies
that relate to the grade of internet service package that a cus-
tomer is assigned, and to which services it can have access. Ta-
ble 2 depicts a set of current business policies. For this scenario
we define policy in a pseudo policy language for the sake of clar-
ity, for a more in-depth analysis of the policy language used, the
reader is referred to [2]. We assume that these policies have al-
ready been added to the policy repository and that there were
no potential conflicts detected. Subsequently a refinement pro-
cess has derived a set of related system level policies that can
fulfil the network resource access requirements, and packet fil-
tering requirements set out by the business level policies. These
are also depicted in Table 2. The network administrator needs to
define a policy that will restrict video on demand traffic, so that
policies can be installed to perform essential file backup during
off-peak hours. The candidate system level policy is defined at
the bottom of Table 2 and will be analysed against all appropri-
ate system level policies. The policy describes that video on de-
mand service access must be marked with diffserv code point of
AF31, thus reducing its priority and it ability to affect network
congestion. The reason for this is so that the system administra-
tor knows that he can reserve emergency bandwidth marked as
AF21 for file backup. The conflict patterns that are tested relate
to detecting conflict relationships specifically among network fil-
tering polices, where we pay particular attention to the condi-
tions overlap of the IP Header match criteria of the deployed
policies.

From examining the policies we see the policy installed by the
network administrator may potentially conflict with two deployed
policy. The policy relationship pattern between the candidate pol-
icy and policy ID3.1 is depicted in Fig. 13. The conflict pattern used
to determine a case for conflict is chosen from a set of conflict pat-
terns that represent well known conflict types that can occur
among firewall filtering policies. The conflict patterns represent
equal policy subject and target, identical events, subset, equal or
correlated conditions and contradicting actions. When the first po-
tential conflict is detected, the conflict analysis algorithm traces up
the policy continuum to investigate which business level policies
this deployed policy is related too. As it turns out the policy with
ID 3 at the business level is a parent policy of the problematic de-
ployed policy. Subsequently an alert is presented to the system le-
vel policy author describing the potential conflict detected and a
list of higher level policies that the deployed policy is related. By



Fig. 11. Policy editor GUI.

Fig. 12. Conflict analysis scenario.
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providing a list of higher level policies the policy author is given
more context as to why the deployed policy exists and who to
coordinate with in order to find out more information about the
policies.



Table 2
Business level to system level policies

Business view (1) System view (2)

ID 1 Subnet_A
canAccess {VoD, FTP,
Web}

ID 1.1 On IPPacketRecieved at AccessRouter. IF0, Condition: SourceIPin
64.10.10.0/24, DestIP in 64.11.1.0/24, DestPort equals 2000, Action:
Forward

ID 1.3 On IPPacketRecieved at AccessRouter. IF0, Condition: SourceIP
in 64.10.10.0/24, DestIP in 64.113.0/24, DestPort equals 80, Action:
Forward

ID 1.3 On IPPacketRecieved at AccessRouter IF0, Condition: SourceIPin
64.10.10.0/24, DestIPin 64.11.2.0/24, DestPort equals 21, Action:
Forward

ID 2 Subnet_B
canAccess {FTP,
Web}

ID 2.1 On IPPacketRecieved at AccessRouter. IF0, Condition: SourceIP
in64.10.11.0/24, DestIP in 64.11.2.0/24, DestIPort equals 21, Action:
Forward

ID 2.2 On IPPacketRecieved at AccessRouter. IF0, Condition: SourceIP
in 64.11.3.0/24, DestIP in 64.10.11.0/24, DestPort equals 80, Action:
Forward

ID 3 Subnet_B
canNotAccess {VoD}

ID 3.1 On IPPacketRecieved at AccessRouter IF0, Condition: SourceIP in 64.10.11.0/24, DestIP in 64.11.1.0/24, DestPort equals 2000, Action: Drop

ID 4 Subnet_A
isAssignedProduct
GoldInternet

ID 4.1 On IPPacketRecieved at AccessRouter. IF0, Condition: SourceIP in 64.10.11.0/24, DestIP in 64.11.1.0/24, DestPort equals 2000, Action: Mark
AF21

ID 5 Subnet_B
isAssignedProduct
SilverInternet

ID 5.1 On IPPacketRecieved at AccessRouter. IF0, Condition: SourceIP in 64.10.11.0/24, DestIP in 64.11.1.0/24, DestPort equals 2000, Action: Mark
AF31

ADMIN POLICY ID 0.1 On IPPacketRecieved at AccessRouter. IF0, Condition: SourceIP in 64.10.0.0/16, DestIP in 64.11.1.0/16, DestPort in 2000, Action: Mark AF31

Fig. 13. Phase 2 computation for business/system conflict.
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5.2. Business level policies – access control conflict

This case details a policy conflict that exist solely at the business
level where there is no need to refine the policies to the system
level in order to ascertain that a potential conflict exists. Therefore,
if we detect that a potential conflict may exist we do not need to
refine the candidate policy and the policy author can be notified
straight away.

The business level policy author defines policies that control
access to a set of services available to a set of customers. The
currently deployed policies are as outlined in Table 3, and a new
candidate policy is defined at the bottom of Table 3. The candidate
policy defines that users within the Administrators managed do-
main are granted access to all services during the interval 17:00–
23:00. The first phase of the algorithm compares this candidate
policy with all deployed policies to ascertain the appropriate
relationships that exist among the policies. The second phase then
examines the derived relationships patterns and discovers that a
potential conflict exists among the candidate policy and the
deployed policy with ID 3. A conflict exists because there is an
overlap between the subjects of the policies (i.e. customer DU2 is
shared between Subdomain B and Administrators), there is a target
overlap in that both policies reference the VoD service, and there is
a correlation among the conditions meaning that they temporally
overlap. The existence of these relationships indicates a potential
conflict as specified in the conflict matrix depicted in Fig. 14. Once
the potential conflict is detected it is relayed back to the candidate
Table 3
Business level access control policies

ID 1 Subnet_A canAccess {VoD, FTP, Web} during interval (09:00–18:00)
ID 2 Subnet_B canAccess {FTP, Web} during interval (09:00–18:00)
ID 3 Subnet_B canNotAccess {VoD} during interval (09:00–18:00)
*ID 4 Administrators canAccess {Vod,FTP,Web} during interval (17:00–23:00)
policy author with information pertaining to the detected relation-
ships between the two analysed policies.

6. Related work

The work presented in this paper builds on previously pub-
lished research by the authors. Specifically Davy et al. presented
a preliminary model of the policy continuum in [25]. The policy
continuum model presented in that paper is done so without the
association to an associated policy authoring process or policy con-
flict analysis process, although they do indicate that the modifica-
tion of the policy continuum is non-trivial. Davy et al. present a
policy conflict analysis algorithm in [24], while this algorithm is
application domain independent, it use with policies defined in a
policy continuum is not discussed. Next we discuss related works
divided into two areas associated to the work presented in this pa-
per. The areas are policy continuum work and policy conflict detec-
tion work.

6.1. Policy continuum

The policy continuum as described in [3] can only be automated
when there exists a policy refinement process. The concept of a
policy-based network management hierarchy was introduced by
Moffett and Sloman [4], where they identified a need for high-level
business policies to be translated or refined into lower level poli-
cies that carry out the high level objectives. Policy hierarchies are
also investigated in [5], where they specifically identify a need
for a refinement process to automate the task of associating and
creating effective policy hierarchies. The main difference between
the hierarchies of policy defined in [4,5], and the policy continuum
as defined in [3] is that they do not consider the policy authoring
process occurring for multiple levels of policy. Is this circumstance
there are non-trivial issues to be aware of, such as those
Fig. 14. Phase 2 computation for business level policies.
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highlighted in this paper. Specifically, creating or modifying poli-
cies at low levels can affect the objectives of higher level policies.

More recently, a policy refinement process has been investi-
gated by Bandara et al. [6] and Rubio-Loyola et al. [7,8]. In [6] they
investigate the use of event calculus to derive a set of lower level
goals that can be used to satisfy the goals of a higher level policy.
In [7] they use model checking and requirements engineering to
derive a set of low-level goals from high-level policies. The two ap-
proaches achieve very similar objectives, and can be integrated
into the policy authoring process outlined in this paper. However
[6–8] do not consider the consequences of detecting policy con-
flicts within the derived low-level policies, whereas our approach
does. Therefore it is possible to expand on the functionality of
existing approaches to policy refinement by incorporating the pro-
cess into a holistic policy authoring process that is capable of alert-
ing the policy author when conflict has occurred as a consequence
of policy refinement.

Until now, there exists no formal model of the policy continuum
that enables different levels of policy to be related to each other
that is sensitive to the intricate relationships that exist among pol-
icies at multiple levels.

6.2. Policy conflict analysis

Popular policy languages such as Ponder [9], Rei [10], KAoS [11],
and XACML [12] which are used primarily for access control, all
have concepts of event, condition and action. They also are defined
over subject and target managed entities. Our assumptions on the
required components of a compatible policy language for the anal-
ysis algorithm are therefore satisfied by these policy languages.
The assumptions we placed on the information model capabilities
are also satisfied by the two most popular information model stan-
dards available, CIM and DEN-ng. An XML schema based informa-
tion model is also compatible with our algorithm as it can meet the
minimum requirements outlined in Section 2.

An access control policy conflict as described by Lupu and Slo-
man [13], occurs when a set of simultaneously applicable policies
result in multiple decisions being equally applicable. A simple case
is when two policies of incompatible modality need to be enforced
in the same situation. A pre-condition for access control policy con-
flict as discussed in [13] and later in [14], is that the subjects, the
targets and the actions must overlap. When this precondition is
met among two or more policies of incompatible modality, then
a policy conflict may occur. The problem is exacerbated when sub-
jects and targets are grouped into multiple overlapping domains,
or may take on multiple roles. Research defined in [13,14] ignore
the fact that policies can be associated to specific external events
and conditions that implicitly prevent the concurrent execution
of two policies. This fact will inherently prevent a set of apparently
conflicting policies from being applied at the same instance. This
was addressed in later research by Bandara et al. [15], who de-
scribes a formal model of policies based on event calculus that
takes into account simple policy events and conditions. Policy con-
flicts are described in the logic programming language prolog that
compares all policies together and if two policies are deemed to
breach a constraint then a conflict is detected. Information about
the system is encoded into logical assertions derived from state
machines. Our approach makes use of an interface to any compat-
ible information model to hold application specific information,
therefore reducing the need for custom logic programming. Also
our approach decouples the definition of a conflict and reduces it
into a matrix pattern of ones and zeros, making it easier to store
and understand.

Situations can occur when the preconditions of conflict as pre-
viously outlined are not met, but inconsistent behaviour is still ob-
served. Application specific conflict such as ‘conflicts of duty’ and
‘separation of concerns’ can arise when specifying authorization
and obligation policies. Whether two policies instantiate a conflict
of duty is application specific and its detection requires domain
knowledge. The drawback is that each application specific conflict
must be described individually and discovered by matching each
policy against each other. The research carried out in [15] encodes
application specific conflict as logical assertions. Each pair of poli-
cies are compared against the logical assertion, if the assertion suc-
ceeds, then a conflict is detected. This work was extended by
Charalambides et al. [16] to detect application specific conflict in
the network management domain, specifically in the area of qual-
ity of service management. However, their work could be applied
to a wider range of application domains if the application specific
logic were contained in a generic information model. Our work
does not need to be customised per application domain as we have
designed it to be application independent since it takes input from
application specific information models.

A taxonomy of policy conflicts among firewall filtering policies
[17,18] and among network security filtering policies [19] show
that there is a set of repeating conflict scenarios that can occur.
The most commonly discussed forms of policy conflict in network
configuration are that of shadowing, correlation, generalization
and redundancy. Packet filtering conflicts are discovered not by
matching subject/target/action, but by examining the order of
the policies and the overlap in the conditions of the policies in a
single device interface. Golnabi et al. [20], describe firewall anom-
alies or conflicts in terms of subset, superset and correlation rela-
tionships among the match criteria of IP packets. Although this
work produced useful results, the concept can be expanded to cov-
er all components of policy, i.e. subjects, targets, events and ac-
tions, as we demonstrated in this paper.

7. Conclusion

We present a formal model of the policy continuum, with
accompanying policy authoring process and a two-phase applica-
tion independent policy conflict analysis algorithm. Operational
semantics for basic policy continuum operations are provided that
should be used in coordination with an intelligent policy authoring
process that is capable of maintaining consistency among policy
levels. We focus on an application domain independent conflict
analysis algorithm as part of the authoring process that is sensitive
to multiple policy continuum levels. We achieved application inde-
pendence by separating the relationship analysis of policies from
the conflict description where both phases make use of an applica-
tion specific information model. We demonstrated this in a sce-
nario with two cases, examining access control policies and
firewall filtering policies. The algorithm can be applied to arbitrary
domains so long as the assumption related to the policy language
used and the interface to the information model used are satisfied.
The algorithm is extensible in that the types of relationships
formed among the candidate and deployed policies can be added
to. As the conflict pattern is represented as a bit matrix, it can be
easily extended to be made aware of new types of policy relation-
ships. As the algorithm makes use of a generic interface to an infor-
mation model, the model can be changed depending on the
domain. In future work we investigate reducing the search space
for analysing candidate policies by reusing previous analysis pat-
terns among deployed policies. We intend on incorporating ontol-
ogies to augment the information model, so that we can represent
relationships that are not otherwise possible. Ontologies will en-
able us to detect a greater range of conflict among policies. The
complexity associated to ascertaining relationships among policies
will be further investigated and is a critical issue when analysing
policy conflict for more expressive policy languages such as those
derived from ontologies.
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