




(and especially, if it leads to different conclusions) than that 
stored in the knowledge base. In either case, the semantic 
reasoning uses first order logic to reason about the validity of 
the new or changed information with respect to the rest of the 
knowledge base. In other words, given new or changed 
information, the system must determine (1) if the new or 
changed information is valid, and (2) if it is valid, then how 
much of the existing knowledge base needs to be updated? 

The axioms and theories present in the existing knowledge 
base are used to validate if the new or changed data makes 
logical sense. This makes use of existing data and relationships 
in the knowledge base to build assertions and other types of 
queries to test the implications of the new or changed data. 
Once the new or changed data are determined to be valid, then 
additional logic checks the relationships of the changed data to 
see if those data also need to be changed. Similarly, existing 
axioms and theories are applied to the new data to hypothesize 
new relationships. 

In general, the new or changed data will either be able to be 
immediately verified through issuing queries that verify one or 
more hypotheses about the new or changed data, or they will 
need further proof. In the former case, the new or changed data 
are immediately added to the knowledge base. Otherwise, they 
are marked for verification. This is beyond the scope of this 
paper; however, the essential point is that this set of processes 
enables the knowledge base for our system to evolve with 
experience.

Both this and the model-based translation function use the 
notion of semantic relatedness [18] to determine the relevance 
as well as the validity of the sensor information as well as 
inferences derived from those data. Semantic relatedness 
enables entities that are semantically related using synonymy 
(e.g., “bank” and “lending institution”), antonymy (e.g., 
“accept” and “reject”), and other lexical relationships such as 
meronymy (e.g., court is a part of government), as well as 
defined associations (e.g., router uses protocol). Our original 
work in this area used linguistic analysis; however, this has a 
high associated degree of computational complexity. We are 
thus investigating other means, such as using WordNet [19], 
which provides a set of APIs for computing common linguistic 
relations, as well as structural matching algorithms. This 
enables us to move from offline applications, which require on 
the order of 2-6 hours of computation, to more near-real-time 
applications. 

FOCALE develops and uses a library of models and coded 
behaviors, much as a library of string processing functions is 
used by a programming language. This library is made reusable 
by realizing it in the form of objects, supported by both models 
and ontologies. The library is a result of the application of 
policy actions, which in turn are selected by a particular 
context as previously described. 

FOCALE uses the concept of the Policy Continuum 
[17][20][21], which enables policies written using terminology 
and concepts for one domain, such as business analysts, to be 
translated to policies written using a different set of 
terminology and concepts for another domain, such as 
programmers. [15] develops a Knowledge Continuum that, 
similar to the Policy Continuum, defines a continuum for 

expressing knowledge, from conjectures through facts. This 
enables context-aware policies to be used to orchestrate 
behavior for business goals, social interaction, and other forms 
of interaction. 

III. SALIENT FEATURES OF THE INFERENCE PLANE

The Inference Plane was a response to previous future 
Internet approaches that culminated in the Knowledge Plane 
[1�]; it is shown in Figure �. 

Figure �. Conceptual Overview of the Inference Plane 

The Inference Plane is an approach that enables new ideas, 
such as clean-slate approaches [�], to peacefully co-exist within 
an evolutionary framework that is compatible with existing 
approaches. The ability to maintain backward compatibility is 
very important to certain stakeholders, such as Internet service 
providers (ISPs), who have invested billions into their 
equipment and want to leverage those investments. Hence, the 
current Data and Control planes, which provide a path for data 
and services and the functionality governing network 
connectivity, respectively, are allowed to remain the same. The 
innovation of the Inference Plane comes in formalizing the 
Management Plane, which provides functionality governing 
deployment and operation of network resources and services, 
and of course the Inference Plane itself, which contains 
functionality for orchestrating network resource and service 
behavior according to context-aware policies. 

Our approach consists of the combination of a Management 
Plane and an Inference Plane to manage UbiComp applications 
and services; we feel that this is an excellent model of Future 
Internet services. The Management Plane is used to coordinate 
the functionality applied by different control mechanisms, 
while the Inference Plane provides the ability to orchestrate 
decision-making components according to the current context, 
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Domain Specific Languages to represent the needs of different 
constituencies, and makes use of a set of novel policy tools 
that were constructed from open source platforms. We are 
currently extending both of these implementations, as well as 
developing a set of policy languages, to automate the 
transformation of concepts between different levels of the 
Policy Continuum. 

V. SUMMARY AND FUTURE WORK

This paper has defined a new management architecture for 
the Future Internet, using the demands of UbiComp 
applications as a model. It has several unique aspects. First, it 
provides an evolutionary framework for managing Future 
Internet services by extending the FOCALE model-based 
approach, which can dynamically generate code to make 
configuration changes. Second, this evolutionary framework 
provides the ability to lower operational expenditures by 
automating configuration tasks. Third, our approach addresses 
business, socio-political, and other aspects (in addition to 
technical aspects) by representing knowledge and policies 
along continua that enable different behavior to be orchestrated 
based on changing context. Fourth, our solution enables clean-
slate approaches to be tested within a stable, evolutionary 
technical framework; an example is the seamless management 
of physical, virtual, or hybrid resources. Finally, by using the 
notion of semantic translators, our solution does not require 
vendors to retool their existing network devices. Rather, our 
solution is conceptually an intelligent middleware that bridges 
the different languages and associated semantics used by 
existing network vendors and produces a single lingua franca 
that enables diverse data to be combined and harmonized. 

Future work will be done in multiple areas. Our first will be 
exploring how management decisions can be made in the face 
of uncertain, inaccurate, and/or incomplete data. Important 
tasks include determining when management data is corrupted, 
taking into account probabilistic behavior, and detecting 
cheating and falsification of data. Second, we will validate our 
semantic translators over a broader range of devices and device 
operating systems. Third, we will conduct more detailed 
experimental data across a wider variety of networks. 
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