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Abstract

We presentan analysisprocesgargeting identibcatiorof
potential policy confBictswithin setsof policiesrelating to
multiplenetworkdevicesandthesecurityservicesdeployed
on them. Theprocesdargets pre-deploymenidentibcation
of potentialconRictshetweera newly created(or modibed)
policy and alreadydeployedpolicies. It employsan algo-
rithm which, with theaid of an ontolagy, selectgherelevant
subsedf policiesthat shouldbe compaedwith the "candi-
date" policy, together with an algorithm that identipeghe
relationshipsbetweera givenpair of policiesandcompaes
theseto a conRictsignatue pattern encodedn an infor-
mation model. Operation of the processis illustrated via
a scenariodescribinghowit canidentify conf3ictsbetween
prewall Btering policiesand IPSecVPN policiesthat are
deployedn differentnetworkdevices.

1. Introduction

Security services for communications networks require
deployment of policies across multiple network devices.
Detection of conflicts between policies for a given service
in a distributed context is itself a challenging task, the diffi-
culty of which is exacerbated by undesired interactions be-
tween policies relating to different security services. For
example, policies dictating the use of IPsec in tunnel mode
result in original IP headers being masked, so that filtering
policies deployed in egress firewalls can become ineffec-
tive. This paper outlines initial work on development of a
process that facilitates conflict analysis of policies relating
to different services, deployed on multiple devices. Central
to the process is the use of an information model and asso-
ciated ontology to embody knowledge relating to the rela-
tionships between policies, and their use by policy selection
and conflict identification algorithms.

In recent years many researchers have addressed issues
relating to the problem of ensuring the consistency and effi-
cacy of sets of deployed policies. For example Al-Shaer et
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al. [1] address firewall policy conflict detection from both a
centralized (single firewall) and distributed (multiple) fire-
wall basis, using a policy relationship tree to detect poten-
tial conflicts. Hamed et al. [7, 6] investigate the analysis of
centralised and distributed IPsec policy conflicts, examin-
ing specific complex conflicts that can arise across multiple
devices. Similar work addresses other aspects of firewall
policy conflict [3] and IPsec policy conflict [4]. We do not
claim that our proposed process is more powerful than such
approaches, rather that it provides an encompassing frame-
work in which the knowledge indicating the likelihood of a
conflict is encoded in an information model and ontology,
so that the analysis algorithms can be generic in nature. Fur-
thermore, our approach involves the use of a policy selec-
tion algorithm, similar in motivation to that described by
Lin et al. [8], which improves the efficiency of the policy
analysis process through pre-selection of relevant subsets of
the deployed policy based for further analysis. The paper is
structured as follows: section 2 outlines the policy conflict
analysis process; section 3 describes a usage scenario illus-
trating the process as applied to interaction firewall filtering
and IPsec VPN policies deployed across multiple routers;
finally, section 4 summarizes the contribution of the paper.

2. Policy Conflict Analysis Process

The policy conflict analysis process is designed to anal-
yse, on a pairwise basis, a candidate (new or modified) pol-
icy with already deployed policies. As a preliminary step a
selection algorithm returns the subset of the deployed set of
policies that are relevant for comparison with the candidate
policy. A conflict analysis algorithm then uses knowledge
embodied in an information model and ontology to detect
policy inter-relationships that may indicate potential con-
flict.

Our policy analysis process is depicted in figure 1; its
steps are as follows. When a policy is created or modified
by a policy author it is submitted to the selection algorithm
(1). The policy type is used to discover the policy selection
rules defined in the ontology that determine the deployed
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Figure 1. Policy Selection and Confict Analy-
sis
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Figure 2. ConRict Signature Matrix

policies that should be retrieved and analysed for conflict
(2). Selection rules are added to the associated ontology
and are specific rule patterns that must evaluate to true for
a policy to be selected for further analysis. An example of
selection rules are provided in the case study in section 3.
Once the rules are returned, they are applied by the policy
selection algorithm, with each rule being used to retrieve a
subset of policies from the repository of deployed policies
(3). The ontology (4) and the information model (5) may
be queried in order to fully satisfy the requirements of a se-
lection rule. The selected subset of policies are forwarded
to the conflict analysis algorithm (6), where, as described
below, they are individually compared with the candidate
policy (using the information model and ontology as ap-
propriate). If no potential conflict is identified, the policy
author is notified that the candidate policy can be deployed,
otherwise a potential conflict is flagged and information re-
garding the relationship between the policies is relayed to
the author (7).

The conflict analysis algorithm is broken into two
phases, as described fully in [5]. The first phase builds a
policy relationshipmatrix between the two policies. The
policy relationship matrix, as depicted in figure 2, classifies
each policy by its base component types: events, conditions,
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Figure 3. Policy ConRict Scenario

actions, subjects and targets. Note that this can be adapted
to disparate policy language representations through the use
of alternative component types. For each component type,
the candidate and deployed policies are compared in a num-
ber of ways, through querying of the information model and
ontology. The first row in the matrix relates the subjects of
the two policies together (s- prefix), the second relates the
targets (t- prefix) and similarly for events (e-), conditions
(c-) and actions (a-). The basic relationships are for subset
(-sb), superset (-sp), equality (-eq) and correlation (-cor),
all of which can be identified via a well formed informa-
tion model (as described in [5] we use the DEN-ng model).
Additionally, we use a single relationship type "ontology"
(-ot) to represent arbitrary semantic relationships between
policies.

In the second phase of the algorithm the constructed pol-
icy relationship matrix is compared against a conflict signa-
ture relationship matrix using a comparison operator similar
to that defined in [5] (but extended to support the ontology
based relationships). If this operator returns a value of 1
then a potential conflict has been identified. It should be
noted that the conflict analysis algorithm is independent of
the application domain, with all the information required for
the analysis being encoded in the information model and the
ontology. The advantage of harnessing the ontology in this
fashion is that the policy components no longer need to rely
on the ability of the information model to represent relation-
ships, as more extensive semantic relationships can now be
represented and discovered. Furthermore, the algorithm can
benefit from relationships that have been inferred or other-
wise automatically generated due to ontology classification
rules or subsumption.



ID SrcIP DestIP DstPrt | Action
1 | Machinel | InternetIP1 | VoD D op
2 | Machine2 | InternetIP2 | HTTP | Ajiow
3 | Machine3 | InternetlP2 | IPsec | Ajjow
Figure 4. Firewall policies
ID SrcIP DestIP DstPrt | Action
1 | Machinel | InternetIP1 * ESPwn
2 | Machine2 | InternetIP2 * AH wn
3 | Machine3 | InternetIP2 * AHy 2

Figure 5. VPN policies

3. Scenario

The scenario we use to illustrate the capabilities of the
policy selection and conflict analysis process involves a spe-
cific form of conflict that can arise amongst security-related
IP traffic management policies (firewall filtering and IPSec
VPN policies) deployed across multiple routers. The net-
work topology, as depicted in figure 3, is assumed to be
owned by a single organization, which divides it into mul-
tiple management domains, controlled by multiple network
administrators. The conflict we explore relates to the fact
that IPsec in tunnel mode masks the original IP header,
making it impossible for egress firewall routers to recognise
the true nature of the IP traffic that passes through them.

The firewall administrator has the responsibility of defin-
ing policy that controls the type of traffic that can enter and
leave the network. A sample of the policies defined by the
administrator are depicted in figure 4. The three policies
defined are used to drop outgoing video on demand (VoD)
traffic, allow HTTP traffic and allow IPsec VPN traffic, re-
spectively. A VPN administrator has the responsibility of
defining policies that control the initialization and secur-
ing of VPN through the configuration of IPsec services on
end-user machines. The policies defined on the end-user
machines are depicted in figure 5. Policy 1 defines that IP
traffic leaving Machinel destined to a machine on the In-
ternet with IP address InternetIP1 must be encapsulated and
encrypted in an IPsec tunnel. Policies 2 and 3 are similar
except that policy 2 ensures authentication in tunnel mode
and policy 3 ensures authentication in transport mode.

A conflict arises when a user on Machinel sends VoD
traffic to InternetIP1. The VPN policy 1 ensures that the
packet is encrypted, including the header information, thus
masking the fact that the traffic is of type VoD. When the
IP traffic passes through the firewall router, it is classed as
IPsec traffic (not VoD traffic) and thus allowed pass. This is
a conflict as the passing of VoD traffic through the firewall
router violates the intention of the firewall filtering policies.
We now demonstrate how our selection and conflict analysis
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Figure 6. Policy classipcations
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Figure 7. Disjoint classes

processes aid in the discovery of this conflict.

The first step is to generate the associated ontology from
the information model of the system and augment it with
search rules and classifications to aid in policy conflict de-
tection. The ontology can be constructed by following the
procedure laid out in [2]. Some important classifications in
the ontology are policy types as depicted in figure 6. A Pol-
icy can therefore be specialised into a SecurityPolicy, which
in turn can be either an IPsecPolicy or a FirewallPolicy. An-
other addition to the ontology is depicted in figure 7, which
states that FirewallPolicy is disjointFrom IPsecTunPolicy,
and that any tunnelencryptionactionclass is also disjoint-
From the drop actionclass.

One of the specific search rules that are added to the on-
tology is outlined in figure 8. This search rule is designed
especially for FirewallPolicy types (line 1). This particular
search rule is looking for IPSecTunPolicy deployed policies
(line 2). Lines 3 and 4 effect the retrieval of the associ-
ated targets of the policies referring to the router interfaces
they are deployed on. Line 5 ensures that the deployed poli-
cies retrieved are on different routers’ interfaces. Therefore,
only deployed policies on other router interfaces can be con-
sidered to satisfy this rule. Lines 6 and 7 effect retrieval of
the source and destination IP address of the candidate pol-
icy, whereas line 8 effects retrieval of the IP address of the
target device of the candidate firewall policy. In line 9 the

Fir ewallPolicy (?cand) #

| PSecTunP olicy (?dep) #

hasT ar get (?cand, ?tc) #

hasTarget (?dep,?tx) #

dif f erentFrom (?tc, 2tx) #

sour cel P (?dep,?sipd) #

destl P (?dep,?dipd) #
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$ select(?dep#
linked(?cand, ?dep
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Figure 8. Search rules



information model is queried to ascertain whether the traffic
flow referenced in the source / destination IP addresses on
the IPsecTunPolicy pass through the interface that contains
the candidate policy. If this returns true then there may be a
tunneling conflict and more analysis is required. (Note that
information model queries may occur at any phase in the
query, however it is advised to wait as late as possible as the
queries may be time consuming). By line 10 the policy has
been selected and in line 11 a relationship called ’linked’
is created to establish explicitly that the two policies are
linked.

With the search rule defined we can now step through the
process of detecting the policy conflicts. The process be-
gins as the firewall administrator adds the policy numbered
1 in figure 4. We assume that all other policies discussed
above have already been added and analysed for conflict.
The next step in the process is policy selection. The ap-
propriate search rule is retrieved from the ontology which
refers to FirewallPolicy types, therefore the search rule de-
picted in figure 8 is returned. This rule is evaluated and
the list of potential policies is enumerated. The policies re-
turned are policies 1 and 2 from figure 5, since they both
satisfy all the criteria outlined in the search rule. Now that
the policies have been selected they are sent to the conflict
analysis algorithm for further processing.

The first comparison is between the candidate firewall
policy and the deployed policy, VPN policy 1. Given the
results of the selection rule discussed above the targets of
the two policies are linked together (note that in the infor-
mation model-only approach outlined in [5] this would not
have been the case). The existence of the target relationship
is reflected as a 1 in the "tot’ field of the relationship matrix;
similarly the subjects of the policies are marked as related
and the policy events are equal. The conditions overlap in
that both policies are applied to overlapping IP header in-
formation; specifically, the firewall rule is a superset of the
VPN policy. The action components of the two policies can-
not however be directly compared, so the ontology must be
queried. The candidate policy action is DROP and the de-
ployed policy action is E SPy,  , the ontology specifies that
these two classes of actions are disjointFromeach other and
we can conclude that they conflict with each other. The sec-
ond policy in the list is however not deemed to conflict as
it is an authentication tunnel and the internal header infor-
mation is not encrypted and can be accessible at the firewall
for examination.

4. Summary

This paper outlined a process for policy analysis, incor-
porating policy selection and conflict analysis algorithms
that harness knowledge embodied within a system infor-
mation model and associated ontology. Separation of the
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application-specific information and knowledge required
for conflict analysis from the policy language representa-
tion of individual policies, as well as from the analysis algo-
rithms themselves, results in a more flexible approach that
is more readily extensible as the system evolves. Further-
more, the information model and ontology can be used to
dynamically build relationship models for deployed policy
sets that can be used by the selection algorithm, which has
the effect of reducing the number of policy comparisons re-
quired before a candidate policy is deployed.
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