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Abstrac® The increase in complexity of network management computing is focused on the IT environment. Hence, much is
systems ad a consequent lack of association to business not applicable to a wide range of applications. For example,
requirements has driven the need for autonomic current solutions for routing mechams used for ad hoc
communications. By integrating context information, autonomic  networks are only limited to static network layer routing
computing can prpvide more efficient means to counter technical mechanisms. Hence, they cannot be used to optimize Quality
problems found in complex network ystems and at the same of Service (QoS) required by a given set of applications that all
time address associated business requirements. In this paper, we ;ca the same (converged) or different (seamless tydbili
propose an autonomic communications architecture that  penyork infrastructures. Autonomic communications  can
mgg%%?ztgo”;plegggrghéoﬂﬂpofnﬂg?g’:senﬂoﬂ:Ina?rﬁg‘gergttg:'jhe\r/at‘;‘ve address the business as well as the technical problems inherent
knowledgebased reasoning mechanisms to provide self In netwqu management by Can|der|ng a variety of Context_ual
governaring behavior. |nfor_rnat|on (e.g.,_ the busm_ess requirements of service
providers, user@plication and billing profile requirements, and

Keywords: Autonomic Communication, Shared Information the traffic conditioning capabilities of participating network

and Data model, DERhg, Policy Framework, Analytic Hierarchy ~interfaces) to provide a holistic solution that can adapt to
Process changes in the technical and/or business environment.

This paper proposes an autamo networking and
l. INTRODUCTION communications architecture suitable for next generation
In recent years, there has been a ficant increase in Networks. Our architecture is based on an information model
business, system, and operational complexity [14]that represents the managed environment and the entities

Fundamentally, complexity is an inherent problem of doingVithin it. This information model includes a policy
business. Two examples of increasing complexity are thBanagementmodel; hence,all managed entities can be
manual management of network functionality (which ismanaged using policy rules. This paper will focus on the policy
inherently error pne) and the probability of losing revenue if framework as well as the functionality i$ elements, which
the operation of a business cannot dynamically adjust ificludes the capability to refine higével business policies to
response to the changing environment. Moreover, efforts sudpW-level network elerent policies through the use of machine
as Motorolabds Seamless Mo b ileanpgpndkngwledegpaged regsening; 151 requir e
ability of a system to dynamidgladjust the services that it Tne structure of the paper is as follows. Sectiaiis2usses
provides based on a number of factors, including thehe current work on autonomic computing and policy
introduction and removal of new and existing componentsnanagement as well ds limitations. Section 3 will describe
environmental conditions, security threats and permissions, apglir architecture, whit section 4 will discuss the policy
so forth. In short, the needs of the business Cakfied by  framework and its functionality. Section 5 will provide a

policies) must drive the resources and services that the netwagKenario of our prototype and section 6 the conclusions.
provides.

Autonomic computing [13] addresses managing and II.  RELATED WORK
controlling complexity through the application of policy to
govern adaptive behavior. This is based on three important
corcepts: (1) the sharing and reusing of common information
and knowledge, (2) the application of machine learning angf Aut ic Envi ¢
knowledgebased reasoning to guide the changes in behavior of utonomic Enviroments
the system, and (3) an extensible and flexible governance Prehofer and Bettstetter [1] have defined-sedfanization
model that forms alaesed control loop that learns from its as a systemvide adaptive structure with no external or central
decisions. Most of the current research work in autonomi€edicated control entity, where individual entities interact with

We discuss related work infour sections: autonomic
ystems, policynanagement, refinemerand conflict.



each dher in a peeto-peer fashion. They outlined four design overlooked research domain. In 1999, researchers at Hewlett
paradigms for achieving sedfrganization (1) definiton of = Packard Laboratories published a adpon a practical
local rules to achieve global properties by distributingapproach for policy refinement called the Policy Wizard
responsibility among individual entitie§?) incorporation of  Engine for Refinement or POWER prototype [7]. However, the
current informatn to deduce new informatiof3) avoidng POWER prototype requires significant interaction and system
maintenance ofonglived state information, an¢4) use of  knowledge from a human operator to set up the refinement
adaptableprotocols Yagan and Tham [3] propose a self temphtes for a specific system and to translate the policy from
optimizing, selfhealing architecture for QoS provisioning in one level of abstraction to another. This refinement pypto
Differentiated services. The architare employs a model free does not include analysis capabilities and is more of a guide for
Reinforcement Learning (RL) approach. However, test resultgolicy refinement than an automated policy refiner, which is
have shown this methodology is not suitable for dynamiaot siitable for autonomic managemenwhere refinement
networks. IBM has defined an autonomic computingprocesses need to be dynamic and-lseifning Bandara [8]
architecture [16], which focuses on enabling-ssdinagement describes a goddased approach to policy refinement. The
functionality. This shifts the burden of managing systems fronsystem uses event calculus in conjunction with abductive
people to technologies based on an enterprise view a@éasoning to derive the sequenof events that achieve the
appropriate policies. The architecture is based on an intelligedesired goal. However, the system is not suited for autonomic
control loop that monitors, analyzes, plans and executes basesimmunication systemsince it depends on full system
on a perceptin of the current environment. Lanfranchi et al [2] knowledge to be available and does not allow for incomplete or
propose an autonomic monitoring system based on the resouianflicting data.

model concept where the monitoring tool models and

implements the entities as objects, and predicts and corregs Policy Conflict

any abnormal behavior. Howeyethe monitoring tool is
limited to single machine fault detection rather than neteark
system environments. At the same time, manual intervention
required in the design and deployment ph&ark et al [20]
describes a knowledge plane (KP) to addf gglverning
behavior to networks using cognitive techniquesch as
knowledge based reasoning and machine learning.

A policy conflict occurs when the conditions of two or
more Policy Rules that apply to the same set of managed
Ehtities are simultaneously satisfied, but the actions of two or
more of these Policy Rules conflict with each other. Early
solutions for conflict detection we based on providing
general rules, as in obligations and prohibitions. Meticies
were suggested to resolve conflicts in distributed environments,
. including mechanisms for dynamic policy conflict detection
B. Policy Management and resolution. Dunlop et al [12] proposee tiise of a policy

Policy-based management (PBM) is a concept developetype to explore the varying semantics associated with different
originally for reducing the administrative complexity of policy conflicts. This conflict database is statically defined
reconfigurhg the networkdue to changing business needs offline, and is therefore centralized.

Policy-based management addresses this complexity using

abstraction. Since there are multiple constituencies (e.g., . ARCHITECTURE

business analysts, system architects and network engineers) i . i i

that use policy, the notion of @s i ngl eo policy Our gropesed, agtpnanyc, communicasoarchitecture is
The policy continuum [17] was defined to address this concerdfustrated in Figure 1. It is organized using four distinct
Chadha et al [10] proposed a management architecture f_gfchltectural constructs: shared information, virtual software,
mobile adhoc networks, based on the IETF PCIM policy Infrastructure, and policy.

model [18]. This model does not take into accounntext

information that may improve policy decisions in differentA. Shared Information

network environments. In addition, autonomic functionality —The information model is based on the Shared
could improve the ability of the network to function under|nformation/Data model (SID) of the TeleMay@ment Forum.
harsh network conditionZhuang et al [11] propose a policy The SID is a subset of the Directory Enabled Netviorlext
based manageent architecture to manage QoS in an integrategeneration (DEMQ) initiative, which is a unified model that
UMTS and WLAN environment. However, theM Forum integrates the information model and associated policies [6].
shared information and data mod&I@) policy addendum Note that it uses abstraction mechanisms and softwaesnsatt
[21] allows for better abstractions acrodgterogeneous to provide an extensible structure that can integrate other
networks. The addition of autonomic functadity would — models or modeled information as appropriate. The SID is a
improve heterogeneousetwork handoff with the abilities of  key part of the NGOSS initiative; it represents information to
self-configuration and selearning of network, service and be managed at each stage of development of a BSS/OSS. The

user requirements. SID is usedas a reference model and common language for
representing the business purpose and technalegtral
C. Policy Refinement definition of the entities involved in the processes of a service

Policy refinement is the decomposition of high levelProvider. As such, it can be used to translate and refine high

business or system wide polici¢s low level, network specific level business policie® low level network element policies,
policies. While the importance of policy refinement for large @nd supports the formation of the context model for the virtual

distributed systems has been acknowledged, it is still a largefpftware layer.
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Figure 1. Proposed Autonomic Architecture

B. Virtual Software D. Policy

The purpose of the virtual software is to support autonomic This component is based on the DEY policy model,
functionality for different heterogeneous networks andwhich enhances the IETF and DMTF policy architecture. It
components. Autonomics achieves governance througbeparates the functionality of a Policy Enforcement Point into a
(intelligent) decisiommaking. Hence, this software contains aPolicy Execution Point (PXR for carrying out specified
model of thedesiredbehavior as well as theéeduced current  policy actions) and a Policy Verification Point (PMPfor
behavior of the system or component being managkd. ensuring that the poljcactions executed correctly and, more
essence, a novel combination of information modeling an@nportantly, did what was expected). A Policy Decision Point
ontological engineering [19] enables us to attach semantics (BDP) distributes various levels of decisimaking amount
facts; knowledgéased reasoning processes, such as abductighobal and local scopes. A Policy Broker enables multiple
and machine learning, are then used to develop a representatfwlicy Servers (consisting of at leaste PDP, PXP, and PVP)
of behaioral orchestration (including what actions to performto negotiate and exchange policies. It is important to note that
if a problem occurs). The context model holds informatonPol i cy doesndt belong to any
relevant to the current activities, including deviaad vendor  spans and interconnects the other three components.
specific managed elements and user profiles/preferences. The
context of a si;ation can model both static anq dynamic IV. PoLICY FRAMEWORK
contextual environments. The predicted behavior context ) . .
information is inferred from the static as well as the dynamic 1he policy framework is the foundan for decision
environment context information. Due to space limitations, wanaking in our autonomic communication environment. This
will not elaborate on our contertodel. The situation context Section will describe the mechanisms for policy refinement,
information is then evaluated by the active working set opollcy.optlmlzann _techmques, and mechanisms for conflict
policies that are required in response to environmentafi€tectionand resolution.
business, and/or technological changes. Changes from the ] ]
environment are monitored by various sensors andsgent ~ A. Policy Refinement

Policy plays a cemnal role in our architecture, as it
C. Infrastructure formalizes the concept of decisiomaking. This means that the

The infrastructure includes network elements and othefONcepts and vocabulary for each constituency must be
computing devices as well as software that manages them. Tieonciled. Our policy framework uses the DBYI policy
type of protocols and adaptability mechanisms used depend §RNtinuum to enable policies to be written fdifferent
the current context as well as the type of behavior thagiigb constituencies using y(_)cabularles native to ea}ch constituency.
orchestrated. For example, ad hoc networks may dynamicali@he resultingsetof policies are then reconciled into a common

change or combine routing protocols (e.g., link state routin§®!icy language in the Policy Refinement module. There are
and distance vector routing), to suit the computing>€veraltypes of policies used in our autonomic framewdré. T

environment. policy continuum defines five sets of policies (business,
system, network, device, and instajce Autonomic
communications defines a sixth, called salffunctioning
policy. The different levels of abstraction of the Policy



Continuum are refined using combination of information V. SCENARIO
modeling, ontological engineering, and knowledigsed The proposed architecture is part of our ongoing work

reasoning for each level of the continuum. The mformaﬂoqoward building an autonomic communication framework. We

mol.d‘.:"I IS fuﬁeld f(l)r two ?%stlnct purpgscfai: %) tobsreprgserﬁave developed a prototype tattéhe efficacy of the different
policies of all levels using the same set of buildifegks, an architectural constructs for a service provider to test the

(2) to explicitly define which set of managed entities are th%ffering of new service bundles. The scenario assumes a

change in pricing structure from the service provider for an IP
MEtwork that employs Differentiated Servi¢Biffserv) for
Bos. In this scenario, the service provider has a total
bandwidth capacity of 1Gb and offers three types of service
asses: EF (Expedited Forwarding), AF(Assured
orwarding), and Al The types of applications for each
affic classes & as follows: class EF is suitable for high
quality multimedia (256Kbps), class Aks suitable for low
quality multimedia (64Kbps), and Aks for web applications
The selffunctioning policies are responsible for performing (33Kbps). The scenario demonstrates the ability of the Policy
functionality required in an autonomic communicationContinuum to refine higheve business policies to control the
environment. Kephart and Walsh [5] pointed out that thechanging of router QoS configurations by combining an
common definitionof policies does not cover the spectrum ofoptimization technique with the Information model. The
autonomicsystemsand must be extended to define any formalapproach we have taken to perform the optimization process is
behavior desired. We take a similar approach towards definignalytic Hierarchy Process (AHP¥]. The benefitsof the
autonomic policies by employing optimization and knowledge AHP process are in its ability to vary weights between the
based reasoning techniques, anapping these techniques to importance of the objectives and also vary the weights between
the transformation of policies at each level of the continuumthe choices with respect to the objectives. In this particular
At the same time, a key requirement of autonomics is thécenario, there are two objectives for the service provider.
ability for each network element to establish cooperative rol®bjective 1achieves maximum resource for the traffic class,
with peer elements and work towards a commoal. In order andobjective 2maximizes the number of users for the traffic
to provide this mechanism, we define delfictioning class. This advantage gives the ability to define the relational
negotiation processes between different architectural elemeritsportance between different business objectives as well as the
to reach the optimized goal specified by the-&ittioning  choices during the decision making process. The AHP

semantics for policy as used by each constituency involved
the managemm of the entity and/or system. A dynamic
mapping between the ontological aspects of each level of t
policy continuum is then used to relate the different semantig
information together. This gives the added advantage qf
alleviating system administratidrom requiring knowledge of
policies specific to each constituency.

policies. calculation is a threstep process, and is as follows (due to
space limitations, only a summary of the calculation procedure
B. Policy Conflict Detectiorand Resolution will be presented; for further information please refer to [4]).
Since eaclelement may contain multiple séifnctioning Step 1)Calculatirg the objective weights: Farobjectives,

policies, policy conflicts may arise. Therefore, a distributedann x npairwise comparison matrix is constructed. The value
approach towards providing a dynamic policy conflictof an entry in the matrix will be determined by the importance
detection and resolution process is essential. The approach tvetween objectives, and is measured betwe@n(This is part
have taken is to aggregate thiéerent policies by policy type, of the Business policy kere the service provider will list the
and determine the policy conflict probability between differenimportance between each objective). After normalizing the
policy types. This will provide a mechanism to sequencenatrix, where the weights are then calculated from the row
policies that may be triggered without leading to conflictaverage of the matrix. In this particular case, the corresponding
situations. However, if the number of @yl types increases, weights for each object are,y=0.75, w;,;,=0.25.

this calculation could become computationally difficult. Hence,
we incorporated Reinforced Learning (RL) mechanisms to
detect and learn the various conflicts that may occur betwe
policies. The benefits of RL is its ability to suppdecision
strategies for unknown systems with large dimensions th
constantly change. This also enables new policies to be add
safely. This is achieved by creating a virtual simulation spac
scoped by the network element, and examining how the new Step 3) Determine the final traffic class score by
policy would execute in the virtual space. Our system providesalculating the sum of product of weights and choice score for
the ability to seHlearn the resulting behavior of this policy each class.

without having to deal with real conflicts. Once enough test I .
results can ensure that the new policy has established its own 1he initial charges for each service was set at E&/Mb,

definitive policy type and executes safely in simulations, the 1 - $3/Mb'_ and AR - $1/Mb. This resulted in the choice
policy is then permitted to execute in the system. score shown in Table 1.

Step 2) Calculate the choice score with respect to the
jective. Construct a paivise comparison matrix for each
objective and calculate the score of the choice (e.g. different
6_f.(ervices'l' EF, AR, AF,) with respect to the objectives the
rvice provider. This will result in choice weights gz,
AF1-objit, War2-obj1), Which are presented in Table 1 and 2.



knowledgebased learning and reasonieghniques to perform

TABLE 1. CHOICE SCORE FOR INITAL PRICE STRUCTURE
Wee War1 War2
Objective 1 0.68 0.25 0.07
Objective 2 0.64 0.18 0.17 [1]

After performing the calculation in step 2, this resulted in
the final traffic class score of EF=0.67, AB.233, and

AF,=0.09. Calculating the ratio of 1 Gb bandwidth, this resultd?

in EF - 670Mb, AR - 233 Mb, and Ak 90Mb. Once the
bandwidth ratio is étermined, theselfconfiguringpolicies are

used to configure the network elements with the calculateg]

bandwidth for each traffic class. After reviewing the

performance for a period of time, it was determined that the
multimedia application customers wermder their desired
target, but the web application customers were above their

desired target. Therefore, the service provider decided 8l

allocate more resources to Aelass by lowering the resources
from the EF class. The service provider retainedrtipoitance

between objectives and just changed the pricing structure. Thg

service provider, however, noted that since the #lBss is

attracting a large number of customers, they could increase the

price for AR, to gain higher revenue. Therefore, the neige
structure is set at EF$4/Mb, AR, - $3/Mb, AR - $2/Mb. This
triggers the selfoptimizing policy to optimize the current

bandwidth to suit the new price structure, which resulted il

weights for score choice shown in Table 2.

(4

(7]

conflict detection and resolution. Future work will concentrate
on producing simulation and test results, along with refining
our algorithms.
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